Lloyd Chego
PhD(Elec)(candidate): UP; MSc(Elec): Wits, BEng(Elec): UP, Higher Cert. Cyber Security (Cum

Laude): UJ




O O OO O O OO

Intfroduction

Evolution of Cyber threats

Cyber security Goals & Value Chain
Common Bariers

People

Processes

Technology

Conclusion



) | | B ]
4 | | 4 | ll
4 - - H 1 - H =

Ed

HEALTH FOOD PRODUCTION

i %

GOVERNMENT UTILITIES

O Ciritical Infrastructure Focus: SA Focused
O What is conventional Engineering approache U
O What pitfalls results in thise

DEFENCE AND

O Inability to adequately respond to a Cyber Incident. NATIONAL SECURITY
. , 0
O Will focus on Processes, People and Technology ﬁ ?«9’:
L2

TRANSPORT ‘ /: SPACE

COMMUNICATIONS

BANKING

ity.com/industries/critical-infrastructure



Evolution of Cyber Threat

Gen 1: 80’s Viral based dttacks. Mostly
on Stand-alone PC's/ Systems Drove Functional Tactical Strategic
Anti-virus business

Gen 2: 90's Network (Internet) based
attacks, Firewall business
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Gen 3: 2000's Applications vulnerability
exploit based attacks, Focus on Intrusion
detection.
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Gen 4: Polymorphic Payloads (various
forms) type attacks. Drove deep session
inspection tools, sandbox, anti-bots

Gen 5: Mega Attacks ;Cyber warfare,
Nation State based atftacks, Critical
infrastructure attacks, Traditional
defences redundancy

Next Gen: e.g. Quantum Computing, Al,
based attacks




Cyber Security is the securing of
assets by identifying, defending,
responding and recovering from
cyber attacks

Confidentiality
Ensure Appropriate authorized use/
disclosure of information or data

Integrity
Prevention of Modification & alteration of data o
r information

Availability
Systems availability for Appropriate operational
use

Resilience
Ability to withstand and be able to operate even
after an incident with minimal interruption



Understand your
assets, resources &
risks

e Automated Real-time
asset discovery
(Visibility)

e Asset Management

e Business environment

* Governance, Cyber
Security Strategy&
Policies

e Risk Assessment

¢ Risk Management
Strategy

® Planning & Planning

Cyber Security Program of Work

yber Security Value Chain

Real-Time Cyber Security Operation

Develop and
implement the
appropriate measures
and controls

e Cyber Security
Architecture
® Access control

e Awareness and training

e Data Security

¢ Information
protection, processes
and procedures

* maintenance

* Protective Technology

Identify the
occurrence of a
cybersecurity event

e Anomalies and events

e Security continuous
monitoring

e Detection processes

* SIEM/SIMS

e Intrusion Detection

e Cloud Access Security
Broker

People

Processes

Technology

Take action for
detected
cybersecurity event

e Response planning

e Communications

¢ Analysis /
investigations

e Mitigation
* Improvements

¢ Business Priority
aligned response

Activities to maintain
plans for resilience

* Recovery Plans

* Business continuity and
disaster recovery

* Improvements

e Communications

® Integration and
partnership

Note:

1.

Every part of the Value Chain
must be implement for a
comprehensive Cyber posture






Critical Areas
A — Workforce Categories

Securely Operate & Protect &
Provision Maintain Defend

Cybersecurity
Defense Anslysis

Cybersecurity
Defense Exploitation
Infrastructurs Anzalysis
Support

Incident Responss

Vulnerability
Assessment and
Management

Note: Engineering knowledge/ Expertise required
for Critical Infrastructure fields in addition to these

Source: https://www.sans.org/courses/niceframework/



Cyber Security

PEOPLE ‘—-

TECHNOLOGY

—‘ MNOIGIENNEN




Resistance to change

Limitations of existing systems (Legacy/New)
Lack of executive commitment

Lack of executive champion

Governance and limited vision

Lack of cross-functional teams

Extreme Dependencies on OEM

Specific Technology only focus

Limited Investment

80%

70%
45%
65%
70%
50%
40%
55%

75%



O Conventional Engineering Approach to Cyber Security Skills

O Dual responsibility resulting in limited Cyber Security Focus
O Limited Expertise creation goals and approach
O No differentiation of various levels of Skills across value chain

O Limited structures supporting Cyber Security in critical infrastructure
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Scope of Cyber Security Engineers: (Internal/ External)

(

Intermediate

Intermediate

Engineers with Solid
Technical Field
knowledge and

Intermediate

Engineers with Basic

knowledge of Cyber

Security to operate
securely. With General
Cyber Security Training

e.g. CISSP/ CISM

Certification Training:

Engineers with Field
Technical Knowledge
and skills and Expert

level Cyber security

fraining &

Certification. E.g.

Forensics, Analysis,

Pen. Testing

\

Master

Master

Engineering skills with
high end Cyber
security skills e.g.
Threat, Risk Modelling,
Black hat operations,
incident coordination
& investigation, threat
hunting and counter
measures
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Move towards a
technically enabling
environment

Create a skills pipelining strategy.

- Supplementary to skills retention

Employing Critical Skills retention

strategies. E.g., Tagging Critical
ski

Technical
Deliberate Environment
investment in Skills Skills - Collaboration
Certification : . o e - Manage OEM dependency
ifellgligle retention plpelmmg - Establish Managed services for

constant operations

Internal/

Financial External Skills

Investment balance




O Conventional Engineering Approach to Technology

O Adoption rate “Culture” of technology in critical Infrastructure
O Legacy systems and Obsolete technology (including retrofitting issues)

O Limited Design and Architecture = “Product Focused” approach.



General Adopttion goal

. _______________________________________________________
Common adoption progress
_____________________________________________________ .
Many Critical Infrastructure adoption
Innovators Early Adopters Early Majority Late Majority Laggards



Technology... Design & Architecture
nternetomz |
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Level 5
Web Servers Email Servers
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Domain Business Enterprise
Controller Servers

Enterprise Zone

Level 4 Web Server

Control Center LAN DMZ
Plant DM2Z

Level 3

Historian Remote Access/

Jump Server

AV/ WSUS/
Patch Server

Operations R = -
Management Zone -, :! EF. ? :F. :P R Jr=
o = R -
Control Center/ HMI Prod ‘:"J / Databa 1/o Histori Domai Engi i
- uction a se 1Istorian main ngineering
Processing LAN Application Server Server Controller Workstation
Level 2/3 Server

SCADA, DCS or
Hybrid System #1

Remote SCADA, DCS or
Hybrid System #2

Local HMI LAN »m Local v ? [ - Local HMI |
Level 2 — B == =

Cell/Area Zone

Controller LAN

Level 1

Physical Process:
Field 1/O Devices
Instrument Bus
Level O

Driven

Implementation

Source: A Survey of Security Tools for ICS Environment
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Technology... Matrix
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O Conventional Engineering Approach to Processes

O Current Drivers:
O Mission Critical System (Availability)
O Safety and Operational Concerns
O Uncertainty of New Technologies

O This however translates into Cyber Security technology: which is used to ensure continuation of
operations



Processes... competing Values Framework (CVF) The Compeing Veluss

Framework is a theory
that was developed
initially from research
conducted on the major
indicators of effective
organizations in terms of
processes. (Quinn and
Rohrbaugh)

Individuality, Flexibility

Clan Create

Cooperation Flexible,
Organizo#ion,

. |

Control Compete

(.---.

Internal Focus

----- >

External Focus

Critical
Infrastruct

Hierarchy Market

\

Stability




O Drivers for Amendments of Conventional processes

O Mission Crifical System (Availability)

O Safety and Operational Concerns
O Uncertainty of New Technologies

O This however translates into Cyber Security technology: which is used to ensure continuation of
operations



Identify
- performance gap

Identify customer
requirement and
benchmark

Management
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A Business Process
|

Assess Results &
Measure and
evaluate process

| Include Process
Effeciency in Design

Set objective

_______<,__—-—'

Change or
Amend process
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To be Cybersecure, Conventional approaches have to
amended across People, Processes and Technology for Cyber
Security



Questions?




